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IOS Security System Using Biometric 
Authentication System  

1M.Aruna, 2P.Kokila, 3Mrs.M.Angelin Rosy 

Abstract —Technology is ever changing. Smartphone now a day’s save big quantity of records that may be secret confidential and sensitive 
data together with bank accounts, personal and important emails, pictures. To secure such data mobile os have the biometric authentication 

system. Biometric protection system can update the conventional method of entering passwords or pins with a swipe of finger in order that 
the telephone may be unlocked and used. Biometric techniques set in  the cellular telephones encompass  touch id, face id, signature 
recognition ,voice detection and iris scan.ios has been very superior and complex mobile running machine launched inside the 12 months 

2007.Apple ios has introduced contact identity and face identification, that permits a fingerprint-based authentication and face recognition 
device to be used for unlocking an iphone. In this paper, we have a look at the significant of the biometrics specifically fingerprint and touch id 
biometric device and attention on biometric authentication machine with their advantages. 
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1 INTRODUCTION 

Technology is ever changing. In a world like ours we are 

constantly seeking the next big discovery, invention, what 

have you. One of the biggest influences of our daily lives 

right now is the internet. With that comes the idea of 

carrying the internet in our pocket, more specifically, the 

use of a Smartphone. Advances in Smartphone’s require 

equal advances in security. In a perfect world, we would 

not need to worry about security authentication, back-ups, 

passwords, etc. But we do not live in that perfect world. 

Things we physically own or ideas we write down, 

including intellectual property, need protection. In all 

honesty, the point of the fingerprint reader is to save Time, 

and to force people to implement some   form of security on 

their devices, which often store very sensitive data. It is a 

cooler looking alternative to inputting long strings of 

complex passwords every time you want to unlock your 

device or authorize a transaction in the App Store. Humans 

are lazy and we want speed over most everything. Touch 

ID allows just that while also supporting just as much, if 

not more security than a pass code. This paper investigates 

the potential of comparative soft biometrics for human 

description when developing iOSapplications; there are 

several ways to secure sensitive data that an application 

may handle. These measures may or may not be secure 

when the device is lost or stolen, which could lead to the 

loss in integrity of the sensitive data. 

 

2 APPLE HISTORY  

Officially founded in 1976 [1], garage-started Apple 

Computer went from being the laughingstock of the 

neighbourhood in Palo Alto, California to a multinational 

corporation with an incredible reputation for constantly 

revolutionizing different industries. While it was not taken 

seriously its first few years, Apple has been ahead of the 

game while laying cornerstones along the way of 

technological advancement within our world. Apple’s 

public offering of $22 per share in 1980 jumped 32% in the 

first day, instantly making 40 employees millionaires [2]. In 

2007 a revolutionary device was unveiled at Macworld 

conference, the I Phone. Although Smartphone’s had 

previously been around, none were quite like the iPhone. 

Combining three products into one: Internet browser, iPod 

(already a revolutionary device on its own), and Cellular 

Communication. In June of 2007, the device was released to 

the public, selling 700,000 units on the first weekend. 

Although many people could not afford the device with a 

contract due to its outrageous price, so a year later the 

second generation iPhone (3G) was released at half the 

price, selling over 1 million units the first weekend. This 

also launched the App Store, a 3rd party feature that 

allowed anyone to develop an application using X Code 

and upload to the store either for free or for a designated 

price[6].Again a year later, as we start to see a pattern, the 

3G is given an internal overhaul, selling another 1 million 

units opening weekend. In 2010, Apple decided to change 

things up a bit by reinventing the exterior of the phone, 

which had been roughly the same size and shape for three 

years. The iPhone 4, along with its new operating system 

which contained hundreds of fixes and updates also 

introduced a soon-to-be trademark feature that many 
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Apple fans were waiting for, the Retina display. In 2011, 

Siri, the artificially intelligent companion was introduced 

along with the iphone 4S, selling a whopping 4 million 

units first weekend. In 2012 the introduction of iphone 5 

changed the physical dimensions of the glass screen that 

had been used for five years, making the resolution natively 

16:9, which meant no more black bars when watching 

movies; a courteous renovation. Which leads us to today, 

2013, and the first time in iphone history of a dual device 

release the iphone 5S with its notable fingerprint reader, 

and the 5C which adds a splash of plastic colour, 

undoubtedly geared towards a younger audience. Both 

these devices sold 9 million units their first weekend and 

are now available in 47 countries around the world [3].  

 

 
Fig 1 Apple iphoneoverview 

3 LITERATURE SURVEY 

There are many base papers available from Apple 

thataddresses the iOS encryption systems (Apple, 2012). 

Unfortunately, this document only presents a superficial 

overview and lacks many important details. The most 

detailed analyses of the iOS encryptionand backup systems 

are available from the forensics community, where the 

recovery of the stored data plays a crucial role [6].  

The presentation by (Belenko and Sklyarov, 2011) 

describes the evolution of forensics from the first version of 

iOS to iOS 5.0 and thereby highlights the weaknesses of the 

initial versions thatwere later addressed by introducing 

various protection systems. The same topic is also 

addressed by others, such as (Hoog and Strzempka, 2011). 

Apart from the forensic oriented approach, many sources 

cover the details and the weaknesses of the iOS encryption 

systems, and iOS security in general. Early work on the 

security of the iOS encryption systems is presented by 

(Pandya, 2008). The iOS encryption systems, the involved 

keys and concepts are addressed by the following sources 

[9]. 

 A project dedicated to the iOS data protection 

system describes the keys involvedin the encryption 

systems (Bedrune and Sigwald, 2011). A general security 

analysis for iOS 4 ispresented by (Zovi, 2011). Although, 

this iOS version is outdated, the analysis still provides 

important information, due to the introduction of the Data 

Protection system in iOS 4. A very important aspect of this 

Data Protection system is discussed in the iOSKey-Chain 

FAQ (Heider and Khayari, 2012). This document addresses 

the problem of choosing protection classes that do not 

adequately protect Key Chainentriessuch as passwords or 

symmetric and asymmetric key material. Another relevant 

source is the iPhone Wiki5 covers a wide range of iOS 

security related aspects. 

4APPLEIOS CAPABILITIES 

Apple ios includes the subsequent capabilities: 

 Wi-Fi, Bluetooth and mobile connectivity in 

conjunction with VPN help. 

 Incorporated seek guide, which permits 

simultaneous seek thru files, media, packages and 

email 

 Gesture popularity helps -- as an instance, shaking 

the tool to undo the maximum recent movement 

4.1 IOS biometric authentication 

Biometrics permits someone to be discovered and 

valid based totally on a set of identifiable and verifiable 

records, which might be excellent and particular to 

them.Biometric authentication is the system of evaluating 

records for the character's individuality to that man or 

woman's biometric "sample" in order to decide similarity 

[3]. The reference model is first store in a database or a 

secure reachable element like a smart card. Thefacts stored 

are then compared to the man or woman's biometric 

information to be authenticated. Here it’s miles the 

individual's identity which is being established.  

4.2 biometric identity 

Biometric identification consists of shaping the 

identification of a person. The purpose is to detain an object 

of biometric data from this person. It is able to be a picture 

in their face, a trace in their voice, or a picture of their 

fingerprint. This fact is then compare to the biometric facts 

of some other persons saved in a database [8] 

4.3 Benefits of biometric 

 Biometrics is relatively difficult to fake. A biometric 

asset inclusive of a fingerprint or an eye fixed 

scanner is specific by way of definition for each 

personal. 
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 It also presents a boom of convenience. Following 

all the nice practices, makes the passwords strong 

but on the equal time makes it complicated. 

Converting it regularly for safety reasons can cause 

some inconvenience in phrases of remembering and 

creating a brand new complicated password each 

time. 

 Biometrics are strong and enduring, because of this 

it adjustments little or no over the path of 1’s 

existence and might pick out someone regardless of 

little variant over time. 

 Biometrics affords strong authentication and 

responsibility, which a person can't later renounce 

or reprobate having taken a movement. 

 The use of dynamic or behavioural biometric 

measure, advantage of -component authentication 

may be taken 

 Easiness of use is some other most important gain 

over password based totally authentication. 

Humans in trendy find fingerprint, retina and voice 

scanning an smooth alternative for authentication 

that too with minimal training (if required). 

 The biometric servers usually require very much 

less database reminiscence, as the templates use 

small garage. 

 4.4Negative aspects of biometrics 

 One of the fundamental demanding situations is 

the manner through which the biometric is 

captured and mapped to identification. Loss of 

accuracy in capturing, partial capture of facts and 

binding can cause failure of the gadget. 

 Privateers is one in all the biggest issues of the 

biometric solution. If the servers storing biometric 

records are hacked, it may have extraordinarily 

critical outcomes for people. An instance of the 

breach is the US. Office of personnel control (opm), 

which was hacked ensuing within the robbery of 

five.6 million fingerprints. The BIOMETRICSwas 

stolen in conjunction with quite a few information 

of everybody. 

 Mistakes in biometric gadgets i.e. fake reject and 

fake take delivery of. That is typically due to the 

specific biometric generation being unable to study 

the characteristics of a given individual for 

numerous reasons. The fake take delivery of is a 

state of affairs wherein the tool accepts an 

unauthorized individual, and the fake reject is the 

situation in which the device falsely rejects a 

certified individual. 

 Another foremost downside is the high price that's 

worried in getting the structures up and jogging 

and additionally storing and preserving the 

biometrics. 

  Integration into the safety software is another 

trouble which is exceedingly complex whilst in 

comparison to the deployment of password-based 

totally answers. 

 Person recognition is a sizeable project, in 

particular if people are uncomfortable with the 

idea of biometrics and notice the generation as 

privacy invasive. 

 Other than these, there are numerous other 

demanding situations like one can't exchange the 

retina or facial scan (which is very particular to the 

kind of solution in area) in case one thinks that his 

protection has been compromised at any factor. 

Also, it is not in preferred for a bodily challenged 

individual. 

5TOUCH ID 

Touch id is a fingerprint reputation function, 

designed and released by means of apple inc., That lets in 

users to unlock apple devices, make purchases in the 

numerous apple virtual media stores (the iTunes shop, the 

app store, and the books save), and authenticate apple pay 

on-line or in apps.It's been part of all iphones in view that 

2013's iphone 5s up until 2017's iphone eight and 8 plus; it’s 

been on all iPods since the iPod air 2.In 2015, apple added a 

quicker 2nd-technology touch identity in the iphone 6s; a yr 

later, it made its computer debut within the matchbook 

seasoned.Apple says fingerprint facts is stored domestically 

in a comfy enclave on the apple a7and later chips, no longer 

within the cloud, a layout choice intended to make it very 

tough for users to externally get entry to the fingerprint 

information.It is able to be accessed by the os to your tool or 

via any packages running on it. It's in no way saved on 

apple servers, it's by no means backed up to icloud or 

anywhere else, and it cannot be used to suit towards other 

fingerprint databases.It’s most effective this mathematical 

representation of your fingerprint that is stored in no way 

photographs of your finger itself. Touch identity will 

incrementally update the mathematical representation of 

enrolled fingerprints over time to improve matching 

accuracy. 

 

9

IJSER

http://www.ijser.org/


International Journal of Scientific & Engineering Research, Volume 9, Issue 4, April-2018                                                                                        
ISSN 2229-5518 
 

 

IJSER © 2018 

http://www.ijser.org  

 

 
Fig 2Logo used by apple to indicate Touch id technology 

5.1 Secure enclave 

The chip for your tool includes an advanced 

2security architecture called the comfy enclave, which 

turned into evolved to shield your pass code and 

fingerprint records. Touch id doesn't save any pictures of 

your fingerprint, and as an alternative is based handiest on 

a mathematical representation. It is not feasible for a person 

to opposite engineer your real fingerprint photograph from 

this saved statistics.Your fingerprint statistics is encrypted, 

saved on tool, and protected with a key available best to the 

relaxed enclave. Your fingerprint records are used simplest 

through the secure enclave to confirm that your fingerprint 

suits the enrolled fingerprint statistics. It is able to be 

accessed by the os to your tool or via any packages running 

on it. It's in no way saved on apple servers, it's by no means 

backed up to icloud or anywhere else, and it cannot be used 

to suit towards other fingerprint databases.The generation 

within touch identity is a number of the maximum superior 

hardware and software that we have positioned into any 

tool. The button is made from sapphire crystal one of the 

clearest, hardestsubstances available. This protects the 

sensor and acts as a lens to precisely attention it to your 

finger. On iphone and ipad, a steel ring surrounding the 

button detects your finger and tells contact id to begin 

analyzing your fingerprint. The sensor uses advanced 

capacitive touch to take a high-resolution photo from small 

sections of your fingerprint from the sub epidermal layers 

of your pores and skin. Touch id then intelligently analyzes 

this fact with a terrific degree of detail and precision. It 

categorizes your fingerprint as one of three simple types 

arch, loop, or whorl. It additionally maps out man or 

woman details inside the ridges which might be smaller 

than the human eye can see, and even inspects minor 

variations in ridge course as a result of pores and aspect 

structures.Touch id can read more than one fingerprints, 

and it can study fingerprints in 360-levels of orientation. It 

then creates an illustration of your fingerprint and 

compares this to your enrolled fingerprint information to 

perceive a in shape and release your tool. It’s most effective 

this mathematical representation of your fingerprint that is 

stored in no way photographs of your finger itself. Touch 

identity will incrementally update the mathematical 

representation of enrolled fingerprints over time to 

improve matching accuracy. 

5.2 Advantages of touch id 

 The touch id fingerprint sensor at the Smartphone 

makes it less difficult for users to liberate their cell 

phone while not having to recollect a long, 

complicated password.  

 Passwords are becoming much less popular 

because they're without problems guessed. The 

new features on the iphone allow users to apply 

the sensor together with a password.  

 Having a couple of methods of authentication 

makes it harder for someone to hack a person's 

telephone.  

 Also, the phone comes with find my cell phone and 

a wipe utility that permit customers to get rid of 

their personal information if a few steals their cell 

phone. 

5.3 Negative aspects of touch id 

 Passwords are clean to guess but fingerprints are 

anywhere 

 Fingerprints may be lifted from anywhere and that 

makes it easier for hackers to get into a person's cell 

phone.  

 Another disadvantage of the contact identity 

sensor is that customers do not know who can 

access their fingerprints or wherein their 

fingerprints are going. 

 There are a few issues approximately the 

fingerprints being shared with the countrywide 

security enterprise because of apple's partnership 

with them inside the beyond. 

 The disadvantages of the telephone require 

customers to be greater cautious, but it doesn't 

make the contact id a terrible characteristic on the 

new iphone 5s. 

 6FACE ID 

Face identification is a biometric authentication 

gadget used to discover the facial reputation device. Face 

identification device become designed and urbanized via 

apple Inc, for the iphonex. It's miles and of biometric 

authentication era deliberates to prevail contact 

identification, a fingerprint-based system. It changed into 

announced on September 12, 2017, and is at presently 

available at the iphone x.[6] 
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This generates a three-D facial map stored in a 

local, secure location of the tool's processor, not possible by 

using apple itself. The machine learns from change in a 

user's face over time, and may consequently efficaciously 

pick out the proprietor at the same time as sporting glasses, 

hats, scarves, make-up, many kinds of sun shades or with 

modifications in beard. The device does not paintings with 

eyes closed. 

 
Fig3: Face ID 

6.1Advantages of face id 

 The era that allows face identity is some of the 

most superior hardware and software that we’ve 

ever created. The true depth digital camera 

captures accurate face statistics with the aid of 

projecting and analyzing over 30,000 invisible dots 

to create a depth map of your face and also 

captures an infrared photo of your face.  

 A portion of the a11 bionic chip's neural engine 

blanketed in at ease enclave transforms the depth 

map and infrared photo into a mathematical 

representation and compares that representation to 

the enrolled facial information. Face identity 

mechanically adapts to changes to your 

appearance, such as wearing beauty makeup or 

growing facial hair. 

7NEW BIOMETRIC TECHNOLOGIES 

These are some of the biometric technologies we 

will be discussing in the next five years, 

a) Digital Tattoo from Vivalnk 

b) Motorola’s patented “phone on your skin 

c) Google’s “Password Pill” 

d) Nymi’s Heart rhythm biometric identification device 

 
 

Fig:4 Motorola’s patented “phone on your skin 

 
Fig: 5 Digital Tattoos from Vivalnk 

For software protection, apple enforces that each one the 

apps jogging at the ios devices must be reviewed and 

authorised by using app keep, which efficaciously prevents 

malicious apps from being released to public. 

8CONCLUSION 
By way of introducing diverse aspects of ios 

protection, we are able to finish that ios is one of the most 

secure cellular running systems inside the international. For 

running device protection, ioshas a ease booting technique 

to prevent low-stage software program from being 

modified. The incorporation of touchid and passcodes also 

complements the get entry to safety of ios gadgets. The 

difficulty of working device security guarantees that the 

hardware and software can work together securely. For 

facts safety, ios gadgets have a integrated aes crypto engine, 

which offers superior encryption technique and speeds up 

the encryption technique. ios also encrypts all the keychains 

and files which are saved at the device. For network safety, 

ios incorporates themodern-day technologies and 

implements a hard and fast of industry-fashionable 

protocols including ssl, tls, and wpa2 and so on, which 

enhances the safety of the communications among ios 

devices and the net. For software protection, apple enforces 

that each one the apps jogging at the ios devices must be 

reviewed and authorised by using app keep, which 
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efficaciously prevents malicious apps from being released 

to public. At some stage in the runtime process, ios enforces 

that apps are sandboxed from each different such that 

every app is exactly restricted from having access to the 

information and assets of different apps [4]. This 

mechanism successfully ensures the runtime safety of ios. 

Face id authentication machine could be very an awful lot 

secured evaluating to other biometric method. 
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